—

Sign in and MFA authentication

QHuB AND QBS



Table of Contents

What are the QHUb and QBS POItals ....ccccuiiiiiiiiiee et e s e bee e e s sree e e sabees
Signing iNto QHUD @anNd QBS........oiieeee e e e e e e e e s et e e e e et e e e e e abaeeeenraeeeenrees
Changing youUr aCCOUNT PASSWOIT ......eiiiiiiiieeeiiiee e ettt e e eeteeeeseteeeesareeeesatraeeseabaeeeenbeeeeensseeesannseneeennsens
Setting up Multifactor Authentication for QHUD / QBS ........oooiviiiiiecieeecteeeee et et
HOW IMIFA WOTKS .ttt ettt sttt ettt ettt ettt et e s e bt e e st e bt e e sabeesabeeesabeeeanbeesnbeesaneeesareesanes
ONE tIME SEL UP OF IMIFA ..ottt e sttt e e s st e e s sa b et e e sbtaeeesbtaeesssteeesssteeessans
Option 1: Setting up the Microsoft Authenticator App method of verification (preferred) ..............
Option 2: Setting up a phone method of verification .........cccccouveeieiiiii e

Changing or adding an additional MFA verification method .............cccoecviiiiiiiii e,

Sign in and MFA authentication 1




What are the QHub and QBS portals

The QHub portal allows education and training providers as well as consultants/assessors and panel
members to engage more easily with QQl. QHub currently supports business processes such as
programme validation / revalidation / extension, reengagement, annual quality reporting and the
International Education Mark (IEM).

The QBS portal is QQl’s certification platform used by education and training providers to submit
learner result data to QQJ. For FET learners, QQJl determines the award achieved based on the rules for
each award and including the relevant learner history. For HET learners, QQI creates certificates from
the complete data submitted and the details of validated programmes held in the system.

Access to both portals require a username, password as well as phone authentication. Usernames are

and passwords will be issued to you by QQl.

Besides username and password there is a third form of authentication, i.e. multi factor authentication
(MFA), required as part of the sign in process. This authentication requires verification from a phone of
your choice and is something that you will need to set up yourself. Details to do so can be found in this
document.

Signing into QHub and QBS

To access the QHub or QBS portals, you need to do so using a browser. It is important to open the
browser in private browsing mode. This prevents any issues / clashes that may occur when you are
already signed into a browser with your regular work account. Using private browsing will force a login
screen to appear and avoid auto sign in with any other account

1. Open the browser in New InPrivate window mode in Microsoft Edge (New Incognito window in
Chrome). From the top right of the browser, select the ellipsis (...) and choose from the menu as

below.
- X
5 Mewtab Ctel+T
B New window Ctrl+N
Jurites
G2 Mew InPrivate window Ctrl=Shift=N

ﬁ; Mew Application Guard window  Ctrl=5hift=0

3. The New InPrivate window should appear. Go to the QQl website, www.qgi.ie

" InPrivate I (<] New InPrivate tab

C M @ www.qqiie

News Events Careers Log-in

Dearbhi Cdiliochta

agus Cadiliochtai Eireann _ )
Quality and Aboutus v Whatwedo v  Gaeilge v CAO advice

Qualifications Ireland

5. On the page that appears, expand either the QBS Certification or QHub sections, depending on
which service you require. For first time users, you will need to set up additional multifactor
authentication (i.e., verification through your phone). Follow the on-screen instructions to do so.
Details can also be found in this guide.
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mailto:??????@qbsonline.ie
mailto:12345D@qbsonline.ie
mailto:PG12345@qbsonline.ie
http://www.qqi.ie/

Home > Log-in

Log-in

QBS certification ® \
QHub ® &~

6. Each section contains a link to open the service. Click on the one that you require and a once a Sign
in screen appears, enter your gbsonline.ie username and password. An approval request will also
be sent to your phone to complete the sign in process.

-i:rl x —— 2 TI - Q -

12345 @qbsonline e
123458 gbsanline.e

Sign in
Enter password o
12345@gbsonline.ie I | ) .APPTUVE 5|g|'l'l|'l requesi
Can'T SC0ess your Soeount G Cpen your Microsoft Authenticatar app and
Fargatien sy passased approve the reguest to sign in

e e |
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Changing your account password

Should you wish to change your account password, you can do so from your account profile. You must
be signed in to do so. If you have lost your password, you will need to contact QQI to issue a new one.

To change your password:

e Sign into one of the services (QHub or QBS)
e Click on your profile at the top right of the screen to see some additional options
e Click on the View account link and then, from the screen that appears

QaQl Sign out

PG12345

P G pgl12345@qbsonline.ie

View account

My Microsoft 365 profile

@ Sign in with a different account

e C(Click on Password on the left of your screen

PA12345
PA12345@qgbsonline.ie

| & overview

}Jf Security info
O Devices

/D Password

On the change your password screen, enter your new password, confirm it and then click on the
Submit button.

Change your password X

User ID
PA12345@qbsonline.ie

New password

[ connn |

— o |
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Setting up Multifactor Authentication for QHub / QBS

QQl’s online services, including QHub and QBS, are protected by Microsoft’s multi factor
authentication (MFA). This is a feature that adds an extra layer of security to your account when using
our services, thereby preventing unauthorised access. It requires you to verify your identity using
additional evidence, such as a phone, when you sign in to your account.

How MFA works

When you enable MFA for your QHub / QBS account, you will need to set up a phone / mobile number
or an authenticator app as a verification method to complete the sign in process. We recommend
using the Microsoft Authenticator app for verification purposes. After entering your username and
password, your chosen MFA device will either receive a:

e Phone call to your office or mobile phone with instructions to verify your sign in
e Request to the Microsoft Authenticator app on your smart phone to Approve sign-in request

If you set up an office phone for authentication, a call will be made to the phone requesting you to
enter # to complete verification. If you use a mobile phone, you will receive a code, via SMS text,
which must be entered as part of the sign in. Alternatively on the mobile phone, if you opted to use
the Microsoft Authenticator app, you will be prompted on the phone to verify the request.

Setting up MFA will take a few minutes, but this is a once only exercise. Note: As the authentication
service is provided by Microsoft, they do from time to time make changes. So, their screens may look a
little different to the examples shown below.

One time set up of MFA

On signing into QQI services for the first time, the system will recognise that MFA has not been set up
and request you to do so before proceeding.

pa12345@qbsonline.ie

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Learn more

Start by clicking on Next.
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Keep your account secure

Your organisation requires you to set up one or more of the following methods to prove your identity.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next"

| want to use a different authenticator app

| want to set up a different method

As part of the setup, there are a few verification methods open to you. You can either use the
Microsoft Authenticator App (preferred option) or receive a phone call instead.

Option 1: Setting up the Microsoft Authenticator App method of verification (preferred)

Follow the instructions to download and install the Microsoft Authenticator App on your mobile
phone, then return to the MFA set up screen and click on the Next button

On the screen that appears choose Next ...

Keep your account secure

Your organisation requires you to set up one or more of the following methods to prove your identity.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

Back Next

| want to set up a different method

Open the Microsoft Authenticator App on your mobile phone and click on + to add an account.
Using the Microsoft Authenticator App, scan the QR code that appears on your computer. This set up
the app on your phone. Next click on Next on your computer.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

| Back ‘ Next
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The account will be added to Microsoft Authenticator App and is ready to use for verification
purposes. You may be prompted to test the app as part of set up.

Option 2: Setting up a phone method of verification

For phones, you have the option of receiving a call for verification purposes. At the start of the process

instead of choosing the authentication app method, click on the I want to set up a different method
link.

Choose a different method x

Which method would you like to use?

Choose a method v

Authenticator app

Phone

Then select Phone from the Choose a method dropdown box and click on the Confirm button.

Choose a different method X

Which method would you like to use?

Choose a method ~

Authenticator app

Phone

Select the appropriate country from the dropdown and enter your phone number. Then select whether
to Receive a code (i.e. SMS message) or Call Me (a call where you then press # to respond).

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

What phone humber would you like to use?

Ireland (+353) v | Enter phone number

@ Receive a code

O Callme

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

This will complete the set-up process. You can now sign into the required QQl online service.

Changing or adding an additional MFA verification method

There may be a number of reasons why you may wish to change your MFA details including:

e To prevent you from getting locked out of your account if you lose or replace your device or
change phone number

Sign in and MFA authentication 7




e The phone attached to the account belongs to someone who has changed department or left

your organisation
e To give you the flexibility in choosing the MFA method that suits your needs and preferences

To change MFA details, you need to be signed in and MFA authenticated. So, if you still have the phone
that is associated with the account, this is straightforward enough. If you have lost access to your
account because the associated phone is no longer available, you will need to contact QQl.

Steps to change MFA:

e Simply sign into one of the services (QHub or QBS).
e Click on your profile at the top right of the screen to see some additional options.

QaQl Sign out

PG12345

| PG | pgl2345@qbsonline.ie

View account

My Microsoft 365 profile

@ Sign in with a different account

e C(Click on the View account link and then from the screen that appears, click on Security info.

Security info

These are the methods you use to sign into your account or reset your password.

ou're using the most advisable sign-in method where it applies.

ign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

-+ Add sign-in method

Q:) Phone +353 1 1234567 Change Delete
E% Mlcroso-ﬁ ALJT)'1.EHT\FatDr Android Device Delete
Passwordless sign-in -

I:.Q Microsoft Authenticator Apple Device Delete
= Passwordless sign-in

If you wish to change a phone number associated with any of the phone authentication methods,
simply click on the Change link and edit as necessary.

If the phone with Microsoft Authenticator app has changed, Click on Add sign-in method and repeat
the process (as above) for adding this method.

If there are methods that need to be removed, click on the Delete link.

You can also add a second phone or authentication method to your account. To do so choose Add sign-
in method and follow the on-screen instructions similar to above.

When signing in, you will be presented with a screen similar to below from where you can choose your
preferred MFA method.
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BE Microsoft
pa12345@qbsonline.ie

Verify your identity

2. Approve a request on my Microsoft
v Authenticator app

[123] use a verification code from my mabile app
[ Text +xx000000040

%‘ Call +X XXXXXXXX40

More information

Sign in and MFA authentication




